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Introduction

This is the configuration manual for Wavestore Analytics running on Wavestore
Analytics Server. This manual describes how to set up and configure the video
analytics to detect events of interest, whilst minimizing false alerts.

See Getting Started for the essentials necessary to get Wavestore Analytics Server
configured and start generating metadata.

Getting Started

This user guide documents each topic in detail, and each topic is accessible via the
menu. However, to get started quickly, the essential topics are listed below.

Fundamentals
Learn how to navigate Wavestore Analytics’ interface.

Configure the network and time settings by using the System Settings page.

Ensure that the Wavestore Analytics Server is licensed for your required
functionality by checking the Licensing page.

Create a video source.
Create some zones and detection rules. Calibrate the channel if necessary.

Create an action to send alerts to a third-party system.

User Credentials

Note that the default username and password for the Wavestore Analytics platform
are:

Username: admin

Password: admin

Advanced Topics

Once the basic settings are configured, the following advanced topics may be
relevant:

Set up classifiers by using the classification function.

Detect camera tampering or obscuration by using the tamper detect function.

10
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Learn how the device detects gross scene changes with the scene change
detection function.

Customise the annotation that is included in the video display, by using the
burnt-in annotation settings.

Adjust advanced settings such as alarm hold off time, detection point and camera
shake cancellation by using the advanced settings page.

Navigation

This topic provides a general overview of the Wavestore Analytics Server
configuration user interface.

Navigation Bar

The WAVESTORE user interface features a persistent navigation bar displayed at the
top of the window.

= 0O H e & ¥

There are a number of elements in this navigation bar, each is described below:
— : The menu icon. Click the menu icon to access the Side Menu for convenient
navigation through the application.

G : The view channels icon. Click the icon to access the View Channels page.

H: The configuration state icon. Displays the current saved state of the system.
Changes to the system are saved and synchronised automatically, the
configuration state icon indicates the current state of synchronisation. The
configuration state can be in one of two states:

- l' i: All configuration changes have been successfully synchronized
between the web interface and the system.

- (3 : The configuration is currently being synchronised between the web

interface and the system.
i

H I: The language icon. Click to change the UI language.

P
i
5

ﬂ: The settings icon. Click to access the Settings Page.
11
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’ : The arm/disarm icon. Click to change the Arm/Disarm State of the device.

Side Menu

Clicking the icon displays the side navigation menu:

& View Channels b
B VEGAS

B TRAIMLINE

B CAR PARK

0 Settings v
< [Edit Sources

Edit Actions

Edit Digital Outputs

System

Licenses

Every page in the WAVESTORE user interface is accessible through the side menu.

The < icon next to a menu item indicates that the item has sub-items and can be
expanded.

Items in the side menu are automatically expanded to reflect the current location
within the web application.

Settings Page

The settings page displays a number of links to various configuration pages:

ORONORONORO

Edit Sources Edit Actions System Licenses Support Edit Digital
Outputs

Edit Sources: Go to the Sources configuration page.

Edit Actions: Go to the Actions configuration page.

System Go to the System Settings page.

Licenses: Go to the Licensing page to add or remove WAVESTORE
Support: Go to the Support page.

Edit Digital Outputs Go to the Digital Output Device Configuration page.

12
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Licensing

To create sources and take advantage of the Wavestore Analytics Server analytics,
each channel will require a license.

Licensing is managed by a License Server. A License Server is user managed, and
supports perpetual license solutions on the host system running Wavestore Analytics
Server.

Management

To manage licensing, navigate to the license settings page. This interface allows the
user to define which licensing Method to use and the settings associated with each.

Both methods expose a pool of available licenses which Wavestore Analytics Server
can use with configured Video Sources. A pool of licenses can be made up of arange
of different license packs with different license types and available amounts. For each
license pack, the total number of channels and the currently assigned channels is
provided. The assigned channels takes into account all instances of Wavestore
Analytics Server using a license from this pack. Additionally, the features available to
the license type are also shown.

MName: ProAl Enterprise

Number of Channels: 2000 Assigned Channels: 16

% . o s =
% 2 B ¥ # 0 ¢ @& O O ] 7

Presenmce  Enter  Exit Appear Disappear Stopped Dwell Direction Speed Counting Calibration Abandoned object  Tailgating

w ® » = 2 o0 @ o aa
Tamper Object Tracking Logical Rules Counting Line People tracking Colour Metadata Deep Learning Filter Pose DL Object Tracker
MNarme: Presence Enterprise b
Number of Channels: 1000 Assigned Channels: 12

E | ©

Presence Tamper Object Tracking

Mame: Count <

When a license is assigned, it cannot be used by another channel or instance of
Wavestore Analytics Server.

License Server

A License Server links perpetual license packs to a Hardware GUID, which is a unique
identifier specific to the physical hardware the License Server is running on. The
License Server generates the Hardware GUID on physical systems.

13
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Once a Wavestore Analytics Server is connected to a License Server, the license pool
associated with that License Server will be shown. The License Server will either be
running:

Local (host): where the License Server and Wavestore Analytics Server are
running on a single physical hardware device.

Local (network): where instances of Wavestore Analytics Server, either running
on physical hardware or virtualised, connect to a License Server (running on
physical hardware) across the network. All licenses will be validated against the
License Server's Hardware GUID.

To configure the License Server settings the following options are provided:

License Server: The address of the License Server. For Local (host) this will be
set to 127.0.0.1, when Local (network) a network address will need to be
specified where an instance of the License Server is running.

Port: The port the License Server is using. Default is 15769 (protocol TCP). In
cases where a network configuration is required this port will need to be open
between the Wavestore Analytics Server and License Server.

Use Local: Sets license server to 127.0.0.1 and connects.

Connect: Connects this instance of Wavestore Analytics Server to the License
Server at the provided address.

Hardware GUID: The unique code for the hardware where the License Server is
running. Required to generate an activation key. If no License Server is running at
the provided address, this will be blank.

Activation Key: Enter an activation key to add licenses to the License Server's
license pool.

The list of installed licenses and their features are displayed underneath.

14
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cense Server 1
Activation Key: Entera
Add New Licer
Name ProAl 60ch Enterprise n v
Number of Channels: 60 Assigned Channels: 13
x 4 B & ¥ 0 & @& O O

Presence Enter Exit Appear Disappear Stopped Dwell Direction Speed Counting Calibration Aban

N @ » = 2 0 (=] Y i3 =
amper

Ti Object Tracking Logical Rules Counting Line People tracking Colour Metadata Deep Learning Filter Pose DL Object Tracker

Adding Licenses to the License Pool

The Activation Key field can be utilized in two ways to add a license to the License
Server's pool:

1. Entering a pre-validated Activation Key for this Hardware GUID:
—  Copy the Hardware GUID and send it to the reseller.

— Thereseller sends an Activation Key already linked to Hardware GUID by
return.

— Enter the Activation Key and click Add New License, verify the new
license, of the correct license type, appears below with the required
features available.

2. Entering an Activation Token (required the system accessing the Licensing
Settings page to be connected to the internet):

— Enter the Activation Token and click Add New License,

— Awebrequestis sent to an activation server including the activation token
and Hardware GUID

—  When complete a validated Activation Key for this Hardware GUID is
returned and applied, verify the new license, of the correct license type,
appears below with the required features available.

On new installations, before a user is able to add sources, the License Server will need
a license added to the license pool.

15
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In the case of an upgrade, or on systems that have run the License Server before, the
system will persist the licenses in the pool.

Removing Licenses from the License Pool

Licenses can also be deleted from the License Server's pool (in the case of expired
evaluation licenses):

Click red delete button next to license type.

A warning will be displayed asking for confirmation, Video Sources that make use
of the license pack to be deleted may stop working.

Changing Wavestore Analytics Server's License Server
The License Server used by Wavestore Analytics Server can be switched at any time:

Enter a new address in the License Server field and click Connect or, click Use
Local to reset to the License Server on the host system, if available.

Wavestore Analytics Server will attempt to assign the same licenses to
configured Video Sources, if available. If for any reason the previously configured
license is not available, a checkout failed message will be see in the View
Channels Page.

Service Unavailable

Checkout falled

Review the Video Sources and assign new licenses from the new License Server
if required.

Losing Connection to a Licensing Method

Wavestore Analytics Server will lose connection to its Licensing method in certain
situations:

Wavestore Analytics Server is restarted
Wavestore Analytics Server imports a configuration

Wavestore Analytics Server loses network connection with the remote License
Server

16
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Wavestore Analytics Server has a 5 day grace period, allowing the analytics to
continue to process in the absence of a License method. Additionally, an action can be
configured to generate an event in this situation. After this time, analytics will stop
processing and no events or metadata will be generated.

Reconnection

When Wavestore Analytics Server's connection to a License Server, and the license
pool of the License Server, Wavestore Analytics Server will reconnect and checkout
licenses for the channels that were using them previously.

If the license pool has changed during the downtime, or if a configuration is imported
to Wavestore Analytics Server which specifies a different License Server, with a
different license pool, Wavestore Analytics Server will attempt to assign licenses to
configured Video Sources, if available. If for any reason a previously configured
license is not available, a checkout failed message will be see in the View Channels
Page, and a review of the Video Sources may be required to ensure that all channels
are correctly licensed.

If a different License method is to be used, or if a configuration is imported to
Wavestore Analytics Server which specifies a License method that is no longer
available, then follow the guide lines for Switching License Method

More Information

For more information on the complete range of additional features available, please
visit Wavestore

Sources

Sources are user configured inputs to Wavestore Analytics Server, which include
video sources and non-video sources (e.g. digital inputs). The Edit Sources page
allows users to add/remove sources and configure existing sources.

17
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Video Sources

Name: Video Source 1 < n

Name: Video Source 2 4 n

Add Video Source +

Other Sources

Name: Other Source X < n

Add Other Source +

Common Properties:

Type: The type of the source, e.g. File, RTSP, Interval etc.
Name: The user configured name for the source.
License: Drop down list of available license types.

Video Sources

Video sources are automatically linked with a channel/ when added. The number of
video sources which can be added to the system is dependent on the user's /icense. A
list of the currently available license types (e.g. Pro) and the number of those licenses
used is provided (e.g. 2 / 16).

License selection allows for a specific license type to be associated with a channel.

Licenses can be changed on a video source at any time. However, once a channel is
configured with rules and functions linked to a particular license type, changing the
license type for that channel is not advised.

File

File sources enable the streaming of video from a file located in a test-clips folder on
the host machine. The folder is in a subdirectory of the installation location:

Linux: /opt/Wavestore-Analytics/share/test-clips/
Windows: c:\Program Files\Wavestore-Analytics\share\test-clips\

18
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Any video files located in this folder will be presented in the File drop down menu.
Please note that when files are added to this folder, the web interface will need to be
refreshed for the UI to see the files in the drop down menu.

Name: My File Source v u

Type: Flle

File: las-vegas.mp4 "
Heense: Bridge 16¢h v
Properties:

File: The name of the file.

RTSP

The RTSP source streams video from remote RTSP servers such as IP cameras and
encoders. The minimum frame rate required for good quality tracking is 15fps. The
suggested resolution for these RTSP streams is 480p or greater.

Note: resolutions greater than 480p will result in greater CPU resource usage and
may not always result in greater tracking accuracy.

Narme: My RTSP Source v n Configure
Type:

URI: Enter URI of source

User ID: Enter user id/username if authentication is required

Password: Enter Password if required
Enable Keep-alive:

Use RTP over TCP: D

Sync timestamps with
RTCP Sender Report:

Apply Changes

License: i
ProAl 8ch Enterprise EVALUATION -

Properties:

URI: The fully qualified URI to the remote RTSP endpoint.
User ID: The username to access the RTSP endpoint (if applicable).
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Password: The password to access the RTSP endpoint (if applicable).

Enable Keep-alive: Periodically sends commands to the RTSP source to keep
the RTSP connection alive. Most RTSP sources require this option to be enabled.
Disable this option only if the RTSP source does not support this behaviour.

Use RTP over TCP: Force the RTP stream to be streamed via TCP (instead of
UDP). Wherever possible, RTSP streams should be delivered over TCP and not
UDP. This is because UDP transport is not robust against packet loss and dropped
packets cause corrupt video which causes Wavestore Analytics Server to
generate false positives.

Sync timestamps with RTCP Sender Report: Sets any timestamp, either within
this channels metadata or RTSP stream out of Wavestore Analytics Server, to use
the timestamp data attached to the input RTSP source as opposed to the host
system time.

Supported Video Sources
The range of video codecs supported by Wavestore Analytics Server is given below:

H.264
H.265
MPEG4

Note: where supported, the following H.264 profiles can be decoded using hardware
acceleration: ConstrainedBaseline, Main, High, MultiviewHigh and StereoHigh

When using an RTSP stream as a source please ensure it is encoded with one of the
supported compression formats. Likewise, when using a file as a source please note
that Wavestore Analytics Server is compatible with many video file containers ( mp4,
.avi etc.) but the video file itself must be encoded with one of the above supported
compression formats.

Other Sources

Various non-video sources are available to the user. Once added, these sources can
then be assigned to Actions and in certain cases referenced in the Fules.

Interval

Interval sources can be used to generate events periodically, e.g. a heartbeat to check
that the device is still running.
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Mame: My Interval Source v u

Type:

Interval: 1 seconds

Properties:
Interval: The interval in seconds between generated events.
Digital Input
If digital input hardware is available, these will show in the list of other sources.

Other Sources

Add Other Source +

Interval

DIl
Name: (>] ] DI2 v n

DI3
Type: =i DIl 4

Device Name:

Properties:

Device Name: The name of the DI device.

Armed

The Armed source generates an event when the system becomes armed.

Disarmed

The Disarmed source generates an event when the system becomes disarmed. Note
that any actions that this source is assigned to must be set to Always Trigger,
otherwise the action will not be triggered due to the system being disarmed.

License Server (Lost)

The License Server source generates an event when Wavestore Analytics Server's
connection to it's License Server changes. A event is generated both when a
connection is lost and restored. The Event type roken (e.g. {{type.string}}) can be used
to identify the type of connection event being generated.
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Name: License Server Lost x v n

e cense

Interval between 1 Minutes

events:

Enable repeat events:

Properties:

Interval Between Events: The amount of time before a repeat event is
generated.

Enable Repeat Events: \When checked, allows for events about the same loss of
connection to be sent.

HTTP

The HTTP source creates an arbitrary REST API endpoint with a state variable that
can be set true or false. This creates a virtual Digital Input which third party systems
can enable or disable. The HTTP source can be referenced by the [Source Filter]in a
rule graph.

Other Sources

Name: MNew HTTP v n
Type: Hit
Endpeint URL: http://192.168.1.27:8080/apifobservables/1/state
Add Other Source +
Properties:

Endpoint URL: The REST API endpoint defining the state variable.

Schedule

The Schedule source allows the definition of a schedule of time when the source is
either on or off. The Schedule other source can be referenced by the [ Source Filter ]
in a rule graph. Additionally, the schedule source can be used to directly control the
armed state of Wavestore Analytics Server.
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MName: New Schedule w n

B71EE Schedule

Schedule: 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23

"HNNRNNNRNNANNNANE
vARRRENERERNRRNRNAREN

sHN_ NENNNANNENN
L]

Set Arm/Disarm:

Properties:

Schedule: A click and drag interface which allows the definition of on periods (in
green) and off periods (in grey). Each row represents one of the seven daysin a
week and each column represents a half hour period in that 24 hours.

Set Arm/Disarm: When checked, the schedule source directly sets Wavestore
Analytics Server's Armed state according to the schedule defined above.

System

The System source generates an event when the selected system resource goes
above the user defined threshold. The source can be configured to continue to send
events, whilst the resource remains above the threshold, at a set interval or to send a
single event each time the threshold is reached.

Other Sources
Name: GPU Overload A4 n

Type:
JRE System

Resource: Gpu Utilisation v|

Threshold: 20 %

i i 1 Minutes
Minimum interval inutes

between events:

Enable repeat events:

Properties:

Resource: A defined list of system resources that the system source can
monitor.
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Threshold: The percentage (%) usage required to trigger an event.

Minimum interval between events: The period of time before a repeat event is
sent (if the resource is still above the threshold).

Enable repeat events: \When enabled the system will continue to trigger events
(at the minimum interval) while the resource is above the threshold. When
disabled, a single event will trigger each time the threshold is met.

Channels

View Channels Page

The View Channels page displays a preview of each configured channel along with
any event messages.

Channel 1 Channel 2 Channel 3

Click a thumbnail to view the channel and configure Wavestore Analytics Server
related settings. Click the plus icon to go to the add video source page.

Channel Pages

After clicking on a channel, a full view of the channel's video stream is displayed along
with any configured zones, counters and rules and the channel settings menu open.
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= [J ViewChannels > 0 A @& ¥

Settings X

Tracking Zones

©®

Calibration  Classification

®®

Burnt-in Rules
Annotation

(=)

Video
Preview

Channel ID: 0

If the settings menu is closed, a tab witha = icon is displayed on the right hand
side of the page. Click this to reopen the channel settings menu.

Channel Settings Menu

This menu contains various useful links for configuring various aspects of the channel:
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Tracking Zones

©®)

Calibration Classification

®E®

Burnt-in Rules
Annotation

(=)

Video
Preview

Channel ID: 0

Tracking

Zones

Calibration
Classification
Burnt-in Annotation
Rules

Video Preview

Trackers

Wavestore Analytics Server supports a number of tracker technologies for use with a
configured channel of video. The available trackers are listed below:

Object Tracker
Deep Learning People Tracker (DLPT)
Deep Learning Object Tracker (DLOT)

Under the Trackers menu item is a drop down menu option for Tracking Engine; under
which, one of the available trackers can be selected.
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€ Tracking

Tracking Engine:

v Object Tracker ;

DL People Tracker
DL Object Tracker

Initialisation

When a tracker is selected by the user, an initialisation phase will be required. This will
vary based on the selected tracker.

Object Tracker: when selected, the tracker will need to 'learn the scene' to
determine background from moving foreground objects. Whilst learning the
scene, the following message will be displayed in the live view, and no objects will
be tracked during this time.

Eeanning Scene

DL People Tracker & DL Object Tracker: when first selected, the DL engine will
run a model generation process. This optimises the DL models to run on the
available GPU hardware. Irrespective of which tracker is selected, the models for
DL People tracker, DL Object Tracker, the DL Filter and fall detection will all be
optimised in one go. This process can take up to 10 minutes per model and may
increase with different GPU configurations. Once complete the optimised models
are stored in the configuration folder. The process will not need to be run again
unless the GPU hardware is changed. Whilst optimisation is performed a
message will be displayed in the live view, and no objects will be tracked during

|Initialising DL |PeopleiTracker:

this time.

Once initialised, Wavestore Analytics Server will begin analysing the video stream with
the selected tracker. Settings specific to that tracker will also be displayed below the
tracker engine selection option.

Regardless of the tracker selected, any tracked object can be passed through the
available rules. However, in some cases, certain rules or algorithms will only be
available with a specific tracker. For example, the abandoned and removed object
rules are only available with the Object Tracker.
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Universal Settings
Some settings are universal across all trackers, these are outlined below:

Loss Of Signal Emit Interval

The Loss Of Signal Emit Interval defines the amount of time between emissions when
a channel loses signal to it's source.

The default setting is 1 second.

Loss Of Signal Emit Interval

Time: 1 seconds

Tamper Detection

The Tamper Detection module is intended to detect camera tampering events such
as bagging, de-focusing and moving the camera. This is achieved by detecting large
persistent changes in the image.

Tamper Detection

Enabled:

Duration: 20 Seconds

Area Threshold: 40 %4

Suppress Alarm on Lights on/off:

Suppress false alarms caused by major light changes. Enabling can
reduce sensitivity fo genune alarms.

Enabling Tamper Detection

To enable tamper detection click the Enabled checkbox.

Tamper Detection

Enabled:
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Advanced Tamper Detection Settings

In the advanced tamper detection settings, it is possible to change the thresholds for
the area of the image which must be changed and the length of time it must be
changed for before the tamper event is triggered.

Duration: the length of time that the image must be persistently changed before
the alarm is triggered.

Area Threshold: the percentage area of the image which must be changed for
tampering to be triggered.

Suppress Alarm on Lights on/off: Large fast changes to the image lighting,
such as switching on/off indoor lighting can cause false tamper events. Enable
this option if this is likely to be a problem in the area where the camera is installed.
However, this option will reduce sensitivity to genuine alarms, so it is not
recommended to be used if rapid light changes are not likely to be a problem

If false alarms are a problem, the duration and/or area should be increased, so that
large transient changes such as close objects temporarily obscuring the camera do
not cause false alarms.

Notification

When a tamper event is detected, a tamper event is generated. This event is
transmitted through any output elements as well as being displayed in the video
stream:

‘Gamera lampening Detected
.

Object Tracker

The Object Tracker is a motion based detection engine. Based on changes detected in
the image, the algorithm separates the image into foreground and background,
tracking any foreground object that is moving above a set threshold. The Object
Tracker has the following settings:

Deep Learning Filter (Object Tracker)
Enables the Deep Learning Filter to analyse any detected objects.

Deep Learning Filter

Enabled: D
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The default setting is off.

Stationary Object Hold-on Time

The Stationary Object Hold-on Time defines the amount of time an object will be
tracked by the engine once it becomes stationary. Since objects which become
stationary must be "merged"” into the scene after some finite time, the tracking engine
will forget about objects that have become stationary after the Stationary Object
Hold-on Time.

Stationary Object Hold-on Time

Time: 5 seconds

The default setting is 60 seconds.

Abandoned / Removed Object Threshold

This threshold amount of time an object must be classed as abandoned or removed
before an Abandoned / Removed rule will trigger.

Abandoned Object Threshold

Time: 5 seconds

The default setting is 5 seconds.

Minimum Tracked Object Size

The Minimum Tracked Object Size defines the size of the smallest object that will be
considered for tracking.

For most applications, the default setting of 10 is recommended. In some situations,
where extra sensitivity is required, the value can be manually specified. While lower
values allow the engine to track smaller objects, it may increase the susceptibility to
false detections.

Minimum Tracked Object Size

Size: 10 blobmap pixels
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Object Tracker Sensitivity

The Object Tracker Sensitivity value allows the object tracker to be tuned to ignore
movement below a certain threshold. Combined with the foreground pixels burnt in
annotation, which visualises the area of the scene the object tracker is detecting
movement, this value can be adjusted to filter out environmental noise.

Object Tracker Sensitivity
Threshold: 4

The default setting is 4.

Scene Change Detection (Object Tracker)

Learn more about Scene Change Detection.

Detection Point of Tracked Objects

For every tracked object, a point is used to determine the object's position, and
evaluate whether it intersects a zone and triggers a rule. This point is called the
detection point.

There are 3 modes that define the detection point relative to the object:
Automatic

In automatic mode, the detection point is automatically set based on how the channel
is configured. It selects 'Centroid' if the camera is calibrated overhead, or 'Mid-
bottom' if the camera is calibrated side-on or not calibrated.
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Detection Point of Tracked Objects

Track Detection | Auto

Automatic selection is dependent on

the tilt angle of the scene

(/\/’\,

Centroid Midbottom

Centroid

In this mode, the detection point is forced to be the centroid of the object.
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Detection Point of Tracked Objects

Track Detection | Manual

L_/'\.N

Centroid Midbottom

Mid-bottom

In this mode, the detection point is forced to be the middle of the bottom edge of the
tracked object. Normally this is the ground contact point of the object (where the
object intersects the ground plane).
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Detection Point of Tracked Objects

Track Detection | Manual

e~

Centroid Midbottom

Tamper Detection (Object Tracker)
Learn more about Tamper Detection.
Loss Of Signal Emit Interval

See Loss Of Signal Emit Interval

Deep Learning People Tracker

The Deep Learning People tracker is designed to track people in situations where the
camera field of view is relatively close.

The Deep Learning People Tracker is based on Pose Estimation technology, providing
the location of a person in the field of view as well as additional key point metadata on
the parts of the body. See Deep Learning Requirements for hardware requirements
for this algorithm.

The Deep Learning People Tracker has the following settings:

Tamper Detection (DLPT)

Learn more about Tamper Detection.

Loss Of Signal Emit Interval

See Loss Of Signal Emit Interval
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Deep Learning Object Tracker

The Deep Learning Object Tracker is designed for accurate detection and tracking of
people, vehicles and key objects in challenging environments where motion based
tracking methods would struggle. The list of objects detected by the Deep Learning
Object Tracker is given below:

Class Name Description
person A person, or tracked object with a person present (e.g bicycle)
motorcycle A motorcycle

bicycle A bicycle

car A car

van A van, including mini-vans, mini-buses and buses

truck A truck, including lorries and commercial work vehicles,
forklift A forklift truck

bag A backpack or holdall

The Deep Learning Object Tracker is based on a classification and detection model,
providing the location of an object in the field of view. See Deep Learning
Requirements for hardware requirements for this algorithm.

The Deep Learning Object Tracker has the following settings:
Stationary Object Filtering
See Stationary Hold On Time

In addition to the Stationary Hold On Time, an additional setting Require Initial
Movement, is available which will prevent objects which have not moved from being
tracked.

Stationary Object Filtering

Stationary Hold On Time: 60 seconds

Require Initial Movement:

Detection Point of Tracked Objects

See Detection Point of Tracked Objects

Tamper Detection (DLOT)

Learn more about Tamper Detection.
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Loss Of Signal Emit Interval

See Loss Of Signal Emit Interval

Zones

Zones are the detection areas on which Wavestore Analytics Server rules operate. In
order to detect a specific behaviour, a zone must be configured to specify the area
where a rule applies.

= [J ViewChannels > VEGAS » Zones As Y

Sl Zone - Center n

Adding a Zone
Zones can be added in multiple ways:

Double-click anywhere on the video display.
Click the Create Zone button in the zone settings menu.
Right-click or tap-hold to display the context menu and select the add zone icon

3

The Context Menu

Right-clicking or tap-holding (on mobile devices) displays a context menu which
contains commands specific to the current context.
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The possible actions from the context menu are:

\ Deletes an existing zone.
-0~
A Adds a node to a zone.

Adds a new zone.

]
Deletes an existing node from a zone.

Positioning Zones

To change the position of a zone, click and drag the zone to a new position. To change

the shape of a zone, drag the nodes to create the required shape. New nodes can be
==

added by double-clicking on the edge of the zone or clicking the add node icon A
from the context menu.

Zone Specific Settings

The zone configuration menu contains a range of zone-specific configuration
parameters:
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Name Zone - Center
Type Detection

Shape Polygon

o ﬁ

Configure Rules

Name: The name of the zone, which appears in event notifications.
Type: The type of the zone. Can be one of:

— Detection: A zone which detects tracked objects and to which rules can
be applied.

— Non-detection: A zone which specifies an area that should be excluded
from Wavestore Analytics Server analysis. Objects are not detected in
non-detection zones. Useful for excluding areas of potential nuisance
alarms from a scene (e.g. waving trees, flashing lights, etc).

Shape: The shape of the zone. Can be one of:

— Polygon: A polygonal detection area with at least three nodes. Rules apply
to the whole area.

— Line: A single- or multi-segment line with at least two nodes. Rules apply
to the length of the line.

Colour: The colour of the zone.
Configure Rules: A shortcut button to navigate directly to the rules
configuration page

Deleting a Zone

Zones can be deleted in the following ways:

Select the zone and click the Delete Zone button from the zone settings menu.

Select the zone, display the context menu and select the delete zone icon =++%

Rules

Wavestore Analytics Server's rules are used to detect specific events in a video
stream. There are three rule types which can be utilised to detect events and trigger
actions:
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Basic Inputs / Rule: An algorithm that will trigger when a particular behaviour or
event has been observed. E.g. Presence. Basic inputs can be used to trigger an
action.

Filters: A filter will trigger if the object which has triggered the input rule meets
the filter requirements. E.g. is moving as a specific speed. Filters can be used to
trigger an action.

Conditional Rule: A logical link between one or more inputs to allow the
detection of more complex behaviours. E.g. AND. Conditional rules can be used to
trigger an action.

Within Wavestore Analytics Server, rule configurations can be as simple as individual
basic inputs attached to a zone used to trigger an action. Alternatively rules can be
combined into more complex logical rule configurations using conditional rules and
filters. The overarching goal of the rules in Wavestore Analytics Server is to help
eliminate erroneous alerts being generated, by providing functions to prevent
unwanted behaviour from triggering an action.

More detail on the differences between these concepts is outlined below:

Basic Inputs

A basic input or rule can only be used to trigger an action or as an input to another rule
type. Basic inputs always require a zone, and potentially some additional parameters.
A basic input can be used on its own to trigger an action, although they are often used
as an input to other filters or conditional rules.

The complete list of basic inputs are:

Abandoned
Appear
Direction
Disappear
Dwell

Enter

Exit

Fall
Presence
Stopped
Tailgating
Counting Line

39



Wavestore Analytics Server Documentation U_IaVEStOPE

Filters

A filter cannot trigger an action on its own as it requires another basic input, filter or
conditional rule to trigger. An example of this is the Object rule.

The complete list of filters are:

Speed Filter
Object Filter
Colour Filter
Other Source Filter

Conditional Rules

A conditional input, like a filter, is one that cannot trigger an action on its own. It
requires the input of another basic input, conditional rule or filter to be meaningful. An
example of this is the AND rule. The AND rule requires two inputs to compare in order
to function.

The complete list of conditional rules are:

And
Continuously
Counter

Not

Or

Previous

General Concepts

Object Display

As rules are configured they are applied to the channel in real time allowing feedback
on how they work. Objects which have triggered a rule are annotated with a
bounding box and a trail. Objects can be rendered in two states:

Non-alarmed: Default rendered in yellow. A detected object which does not
meet any criteria to trigger a rule and raise an event.

Alarmed: Default rendered in red. A detected object which has triggered one or
more rules. Causes an event to be raised.

As seen below, when an event is raised, the default settings render details of the
event in the lower half of the video stream. Object class annotations in this example
are generated through calibrated classification
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Object Trails

The trail shows the history of where the object has been. Depending on the
calibration the trail can be drawn from the centroid or the mid-bottom point of the
object. (See Detection Point of Tracked Objects for more information).

Trail Importance

The trail is important for determining how a rule is triggered. The intersection of the
trail point with a zone or line determines whether a rule is triggered or not. The
following image illustrates this point: the blue vehicle's trail intersects with the
detection zone and is rendered in red. Conversely, while the white vehicle intersects
the detection zone, its trail does not (yet) intersect and hence it has not triggered the
rule and is rendered in yellow.
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Vehicle

Rules Configuration

Rules are configured on a per channel basis by opening the rules menu when viewing
the channel. Configuration is possible in two forms: the docked mode, in which both
the rules and the video stream are visible or expanded view, in which a graph
representation is provided to visualise the way the rules are connected.

The rules page opens in the 'docked' mode, alongside the live video stream.
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= [ viewChannels » 0 » Rules Docked As Y

€ Rules X

Please Increase screen width to see
observable graph

Event Retrigger Time; 0 Seconds

Calibration disabled - some rules will be
unavaiable

The user may click on the expand button to switch to the expanded view. Please note
that the rules graph is only visible in the expanded view.

= [ viewChannels » 0 > Rules H ©en & ¥

.

Event Retrigger Time: o Seconds

Calibration disabled - some rules will be unavailable

In the expanded view, the user can add rules, and use the Rules Editor to connect the
rules to one another. The graph on the right hand side updates in real time to reflect
the user's changes.

Event Retrigger Time

The Event Retrigger Time allows the specification of a period of time in which a rule,
triggered by the same object, can not generate multiple events. This prevents
scenarios where an object crossing the boundary of zone multiple times within the
period, could trigger a configured rule repeatedly.
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This setting takes into account the object triggering the rule, ensuring events from
new objects triggering the same rule are not suppressed.

Adding Rules

The first steps to defining a rule configuration is to add the basic inputs, configure the

Add aRule +
respective parameters and link to a zone. Click the button and

select the desired rule from the drop menu.

To delete a rule click the corresponding delete icon . . Please note rules of any type
cannot be deleted if they serve as an input to another rule. In this case the other rule
must be deleted first.

Basic Inputs

Below are the currently supported basic inputs, along with a detailed description of
each.

Absence

The absence rule detects when a zone has not contained an object of a defined class
for a set duration. If other objects are present, of a class not defined, the rule will still
trigger.

The following image illustrates the empty zone which has been absent of a person
object for two seconds.

BT 82011202 5507228310 335 SHlcashiagatsantiify taence]
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Graph View

Type: Absence
Name: Cashier Absent
Zone: Cashier Zone
Classes: person
Confidence Threshold: 70%
Duration: 1 seconds
Can Trigger Actions; True

Form View

Type: Absence

Name: Absence cashier

Zone: Cashier Zone

Classes: Bag

Confidence 70
Threshold:

Duration: 2

Can Trigger

Actions:

Configuration

Property
Name

Can Trigger
Actions

Zone
Duration

Classes

vn

Seconds

Description
A user-specified name for this rule

Specifies whether events generated by this rule
trigger actions

The zone this rule is associated with

Period of time the zone must have been empty
before the rule triggers

The object classes allowed to trigger an alert

wavestore

Default
Value

“Absence
#!!
Active

None
1 seconds

None
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Confidence The algorithm confidence (as a percentage) 70
Threshold required to trigger the rule

Appear and Disappear

The appear rule detects objects that start being tracked within a zone, e.g. a person
who appears in the scene from a doorway.

Conversely, the disappear rule detects objects that stop being tracked within a zone,
e.g. a person who exits the scene through a doorway.

Note: The appear and disappear rules differ from the enter and exit rules as detailed in
the enter and exit rule descriptions.

Graph View

Type: Appear

Type: Disappear
Mame: Appear 3

Name: Disappear 4

Zone: Centre
Can trigger actions: true

Zone: Centre
Can trigger actions: true
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Form View
Type: Appear
- B
Name: Appear 3
Can Trigger .
Actions VA
Type: Disappear
- B
Name: Disappear 4
Can Trigger .
Actions VA

Configuration Appear

Default
Property Description Value
Name A user-specified name for this rule “Appear #”
Can Trigger Specifies whether events generated by this rule Active
Actions trigger actions
Zone The zone this rule is associated with None

Configuration Disappear

Default
Property Description Value
Name A user-specified name for this rule “Disappear

#ll
Can Trigger Specifies whether events generated by thisrule  Active

Actions trigger actions
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Zone The zone this rule is associated with None

Direction

The direction rule detects objects moving in a specific direction. Configure the
direction and acceptance angle by moving the arrows on the direction control widget.
The primary direction is indicated by the large central arrow. The acceptance angle is
the angle between the two smaller arrows.

Objects that travel in the configured direction (within the limits of the acceptance
angle), through a zone or over a line, trigger the rule and raise an event.

The following image illustrates how the white car, moving in the configured direction,
triggers the rule whereas the other objects do not.

Note: Direction is calculated as the vector between, the the oldest history point of a
tracked object (the end of the yellow tail) and the point of intersection of a zone/line.
This can lead to some unexpected behaviour, see the two examples below:
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Left: The object crosses the line within the acceptance angle of the direction rule.
An event is not generated; the angle between the oldest history point and the
point of intersection, falls outside the allowed variance angle.

Right: The object travels the wrong way across the line. An event is generated,;
the angle between the oldest history point and the point of interaction, is both the
correct direction and within the acceptance angle.

The Directional Crossing rule would avoid both of these scenarios.

Graph View
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